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1 Background 
 

1. If you handle any personal data at work, you have a number of very important legal obligations 
under the UK General Data Protection Regulation (UK GDPR), the Data Protection Act 2018, the 
Healthcare Records Act 1990, and the common law of confidentiality. 
 

2. Personal data is any information relating to an identified or identifiable living individuals. 
Personal data may be as basic as names, addresses, telephone numbers, and email addresses. 
Equally, personal data may be contained in job applications, student exam results, probation 
and appraisal forms, medical records, data collected or stored for research purposes, and many 
others.  
 

3. The UK GDPR defines personal data as any information relating to an identified or identifiable 
person – known as a “data subject”.  An identifiable person is someone who can be identified, 
directly or indirectly. Identifying data can include direct identifiers such as names, NHS numbers, 
email addresses, postcodes, dates or birth, and so on. It can also be possible for someone to be 
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identifiable indirectly if there is enough information to figure out who someone is, even if there 
are no direct identifiers. 
 

4. Pseudonymisation is a technique that replaces or removes information that identifies an 
individual (for example by using a reference number instead of names), but the person could 
still be identified through additional information (e.g. a ‘key code’) kept separately. 
Pseudonymisation is effectively a security measure and does not change the status of data as 
personal data in the hands of the organisation that holds the additional information.  
Pseudonymised data must be handled with the same care as any other type of personal data. 
 

5.  The UK GDPR specifies six key principles that apply to processing of personal data. Briefly, 
personal data must be:  

• Processed lawfully, fairly, and transparently 
• Collected only for specified purposes 
• Limited to what is necessary for those purposes 
• Kept accurate 
• Held for no longer than necessary 
• Retained securely 

 
6. Data regarding physical or mental health, racial or ethnic origin, political opinions, religious or 

philosophical beliefs, trade union membership, sex life and orientation, genetic data and 
biometric data are all regarded as special categories of personal data and are subject to specific 
legal obligations and processing conditions.  There are similar specific obligations with regard to 
personal data about and alleged or actual criminal offences. 
 
 

2 Expectations of staff, students and 
those holding visitor agreements 

 

1. The law demands accountability from everyone who collects and handles personal data. 
Individuals are responsible for understanding and complying with the requirements of data 
protection law.  Failures of compliance and data breaches expose the University to the risk of 
substantial fines, cause substantial reputational damage, and damage our relationships of trust 
with those whose personal data we hold.  
 

2. You must ensure that you: 
a. Are aware of your data protection obligations and keep up to date with any changes, 

for example by completing regular training on data protection (which should be 
documented and will be reviewed in appraisals) and up-to-date awareness of the 
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policies, procedures, and systems for data protection and information governance 
published by the University and the Clinical School (links below). 

b. Are scrupulous in following the data protection policies, systems and processes 
established by the University and the Clinical School, and in applying reasonable 
guidance and advice on these matters. 

c. Handle patient and participant identifiable personal data in full compliance with the 
Clinical School’s Information Governance Policy.  

d. Report any lapses in following the procedures, or any data breaches, immediately using 
the incident management and reporting procedure. 

 

 

3 Managing and storing patient and 
participant identifiable data 

 

1. Patient and participant identifiable data (PID) concerning health, including but not limited to 
formal health records, count as a special category of personal data under the UK GDPR. Data 
that is pseudonymised still counts as personal data. 
 

2. Access to PID is a privilege and demands particular duties of care. Trust in the medical and 
scientific professions relies on diligent attention to both data security and adherence to the 
study/trial protocols. 
 

3. You must read and ensure you understand the following policies on processing and storage of 
personal data. You should take personal responsibility for proactively keeping up to date, for 
example by renewing your understanding immediately when notified of updates.  

• https://researchgovernance.medschl.cam.ac.uk/information-governance-storage-of-
research-participant-data/ 
 

•  https://www.medschl.cam.ac.uk/research/information-governance/sdhs-security-policy/  
 

• https://www.research-integrity.admin.cam.ac.uk/academic-research-involving-personal-
data 

 
• https://www.information-compliance.admin.cam.ac.uk/data-protection (especially 

https://www.information-
compliance.admin.cam.ac.uk/files/data_protection_policy_final.pdf)  
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4. You must ensure that patient and participant identifiable data is only stored in a certified Safe 
Haven unless you have explicitly agreed and confirmed an exemption with the Clinical School’s 
Research Governance Office. Exemptions are expected to be for exceptional reasons only and 
during a transition to standard procedures. Storing PID in any other location (e.g. laptops, 
shared drives, memory sticks etc.) is unacceptable. 
 

5. The Clinical School Information Governance Office or the Clinical School Computing Service 
(CSCS) may be approached at any time for advice.  
 

6. The Clinical School reserves the right to make periodic checks that personal data is being 
handled and stored correctly.  This may include dipstick audits of servers, personal computers 
(including bring-your-own-devices that connect to the University network), portable memory 
devices or any other IT storage to which you have access. 
 

7. Any systematic, deliberate or clearly negligent failure to abide by the School’s or University’s 
policies will be taken very seriously and may result in: 
 

a. Disciplinary action 
b. Report to any applicable regulatory authorities, including the Information 

Commissioner’s Office, the Health Research Authority, or others 
c. Removal of honorary contracts and research passports 
d. Other action deemed appropriate, proportionate and necessary 

 
 

4 Confirmation 
 
I have read this document and understand that I have responsibilities to uphold the law and to follow 
the University’s and Clinical School’s expectations, policies, processes and procedures. 

 

Name: 

Signature:  

Date: 
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